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ABSTRACT

In an era where technology is at the very core of a society, digital archival is the sensible
way for organizations to go forward with. We no longer require hardcopy data and
documents and by doing away with such hardcopy administration, organizations will save
storage space and do-away with the manual tracking of these documents. Digital archival
and content management, allows bigger storage, cost-efficiency in managing storage

(cloud, data servers, etc) and would be an easier search lookup function when required.

How do organizations do away with hardcopy information and documents? How do they
change the mind set and behaviours of the organization and consequently gain “Digital
Trust”? This would be the essence and problem statement of my research in my project
paper. It is not only the challenge in keeping up to date with technological developments
but it is the ability to cope with the changes affecting an organizations eco-system and

foster trust for digitization.

In this research paper, I seek to explore the process of data access control, use and ethics
and its value creation in enterprise content management. Is it sufficient to legitimise data
access or at what level of transparency should an organization allow? The interconnection
of these issues and the regulatory response which highlights some challenges that and
organization would/is facing. This paper is theorizing a case study that I had experienced
and references from academic literatures and white papers that surrounds the topic of

digital trust and data privacy regulations and how an organization can better align with

their stakeholders’ interest and how they can achieve real-time accountability.
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Chapter 1

INTRODUCTION

“The invention of the ship was also the invention of the shipwreck”

Paul Virilio

Technology creates enormous opportunities and at the same; new risks.
Organizations are seeking to make sense and obtain data more than ever before. The
ability to tie in data from offline, web sources and mobile enables organizations to
retain large data sets and increase the sophistication use of data. The potential for us
to be fast and agile is incredible. Our reliance on technology is a fundamental part of
organizations. Whilst customers are entrusting their data to a very wide variety of
technology platforms and organizations, the trust dynamic between related parties are
tested. This would include internal customers, employees.

Individuals trust in organizations to protect their personal data has never been more
significant and important. So how would an organization gain this digital trust from
its people? Trust means that employees and customers choose to share their personal
data and upload it into an organizations’ selected technology platform. It means, they
have confidence that the system will not fail them and able to keep their data safe
and secure. On the other perspective, management is entrusting employees with

information and allowing access into the core of their technology platform which if

not controlled with the appropriate user access can cause harm to an organization.




1.1

1.2

1.3

Background of the Study

This project paper, explores the digital trust in a selected organization as it is
practised. To retain the privacy and confidentiality of the organization, I shall
refer the said organization as BOLD Cartel. This paper will explore the factors
that influence and efforts the organization take to work towards a more
sustainable approach in gaining digital trust and how it relates to the theory and
the conceptual framework. As we are aware, it is no longer realistic to prevent
personal data from being processed in this internet enabled society. Businesses
need to understand the increasing importance of control over data and how to
control the use of disclosed data. It has also come to erosion of privacy when it
comes to the use of personal data. Understanding digital trust has become a

strategic approach.

Statement of the Problem

The challenge is not in keeping up with the speed of technological changes. It
is about how the current design of the organization cope with restoring trust -
digital trust. Keeping up to date with technological developments is
challenging enough but coping with organizational and technological changes
to meet environmental issues arising from the increasing use of electronic data
in the form of numerous digitization compositions can be frustratingly

stressful.

Objective of the Study

This study attempts to review the methods of an organization’s alternative to

retain information and documents from hardcopy to softcopy or digital

archival.




1.4

1.5

1.6

Research Question
How does an organization sustain and continue to improve the Enterprise
Content Management in order to enhance digital trust in the storage, retrieval

and application of electronic data?

Significance of the Study

This paper is to review the combination of factors on why organizations choose
to engage digitally and trust all parties involved are committed in handling the
data and information responsibly and ethically. The magnitude of electronic
data is so much larger than paper documents. This is seen by the number of
computers used on a day to day in most organizations particularly in the
consulting industry. The existence of database and servers gives the ability for
information and documents to be stored in terabytes of information with
millions of documents. Compared to hardcopies of paper documents, personnel
files, notes, memos, letters, articles, ledgers and pictures. The variety of
electronic documents type are many when compared to paper documents and in
this paper, the discussion is surrounding the efforts in managing the change

from paper to electronically stored data.

Organization of the Project Paper
The chosen organization is headquartered in the United States and have
multiple offices across four regions — North America (NA), Latin America

(LATAM), Europe and the Middle East (EMEA) and Asia Pacific (ASPAC).

To retain the privacy and confidentiality of this organization, I shall refer this
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organization as BOLD Cartel. This company offers an impressive array of
services to its clients particularly in Talent Supply Chain Management
solutions. They have been established for almost two decades and has since
evolved to keep up with the technological and organizational development

whilst keeping abreast with their clients.

Research Methodology

For the purpose of this research, I have chosen desk research by reviewing
journals and white papers relevant to digitization of information and content
management and perceptions of digital trust at the same time making most of
one’s information assets. Comparison with secondary data that on the actual

work executed including the metrics that was obtained at point of

implementation (case study).
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Chapter 2

REVIEW OF LITERATURE

Data Ethics and Control

Electronic records management is the future of documents archival. This
transition has been taking place over the past few years. The President of The
United States of America; Barack Obama. Presidential Memorandum -
Managing Government Records. Managing Government Records retrieved

November 28, 2011 from  https://www.whitehouse.gov/the-press-

office/2011/11/28/presidential-memorandum-managing-government-records

directed the government agencies in the U.S to enhance their records
information management (RIM) processes. Excerpt from the memo “Improving
records management will improve performance and promote openness and
accountability by better documenting agency actions and decisions”.
Evidently, the memo emphasized on electronic alternatives. Further
continuation to the memo “Greater reliance on electronic communication and
systems has radically increased the volume and diversity of information that
agencies must manage. With proper planning, technology can make these
records less burdensome to manage and easier to use and share . There is no
doubt that moving from hardcopy document to electronic archival at the scale
and size of the Government of the U.S is not something that happens
overnight and there are legitimacy of the record keeping procedures that

needed to take structure and thought thoroughly which needed to follow the

law or guidance from ethics-based principles.




In a white paper published by Norbert Schwieters. Ten Digital Trust
Challenges. retrieved December 4, 2015 from

http://www.pwc.com/gx/en/issues/trust/ten-digital-trust-challenges.html ~ “7o

what extent should data be gathered, analysed and used? The digital revolution
has given companies the technologies to collect enormous amounts of data
about consumers and employees”. Individuals and public has been slow in
realization on the amount of personal information companies have been
gathering and using. As more awareness and realization comes in place, the
protection of data use and maintaining privacy is pertinent and trust becomes a
strategic approach.

So how do organizations get the balance right in data privacy and usage?
Would legitimizing data access and analysis be sufficient? What level of
transparency should one be allowed? This is where the ethical use of data
needs to be addressed and regulated. The benefits and risks of managing data
through technology and people need guidelines or references to educate on the
management of their technology footprint. Organizations need to determine,
their capability and extent of involvement in their information governance
strategy. The way to businesses respond to data ethics and control, will
influence behaviours which will become a norm which objectively should be
exemplary in moral values and standards. Through due time, the bar of
trustworthiness will be raised and people in the organization would evolve to
adopt a higher ethical standard.

In 2014, after a consumer outcry from its iCloud breach, Apple had the hard

realization of the importance of trust. Efforts in transparency securing and the

use of customer data is an open testimony to the value on trust. Companies




such as Apple recognizes the significance of trust in the digital economy and in
order to compete, push boundaries and offer new services, they need to
produce ethical and secure-by-design products.

Accenture’s white paper; Digital Trust: Strengthening customer relationships

through ethics and security cited from https://www.accenture.com/us-

en/insight-digital-data-security. In this paper, they explicitly defined the

differences of data ethics and digital ethics.

Data Ethics vs Digital Ethics;

® Data Ethics: moral governance of the integrity, handling, control and
provenance of data.

e Digital Ethics: data ethics and moral governance of actions taken as a
result of insights derived from the analysis of information (where
‘information’ is data with context).

Further in Accenture’s research states that “Over 80 percent of companies are
required to comply with data handling protocols that go beyond their internal
controls. To account for these intrinsic risks in other parts of a digital
business’s operations, data ethics—and, more comprehensively, digital
ethics—are critical” (see Figure 1 below).

Trust can erode quite easily and therefore companies need to recognize and
create strong ethical controls which takes into consideration cultural variances
in human and technological processes. In a survey conducted by Accenture of
digital trust “Eighty-two percent of survey respondents agree that a lack of

security and ethical controls on data could exclude them from participating in

others’ digital platforms and in broader ecosystems—an increasingly critical




go-to-market strategy”. This is affirmation that data ethics and control is the
fundamental basis of the digital economy and towards a more sustainable

Figure 1 : Elements of Digital Trust - Accenture

enolCRE
Hang No harm

Digital Trust

Source: Digital Trust: Strengthening customer relationships through ethics and security,

white paper.

approach to personal data use and retention. For change to happen, it requires
trust which is not easy to build when technology is involved but rest assured

that once trust is built, change comes easy.

2.2 Technology use as A Strategy Practise
Data algorithms play an important role in automating processes and driving
decision-making process for better efficiency. Without a doubt, artificial

intelligence (Al) is a widely debatable subject on the ability for Al having the

e ———



capability to replicate intelligent behaviours of a human. Ethical and trust
implications of Al is no doubt a subject that needs further exploration and can
possibly be achieved by integrating collaboration between human and machine.
Whilst the option on involving Al as an automated process in dealing with
ethics governance are being explored, rules and behaviours needs monitoring
with regulatory responses. As defined by Aberer and Despotovic (2001),
“Reputation is a measure that is derived from direct or indirect knowledge on
earlier interactions of entities and is used to assess the level of trust an entity
puts into another entity”.

Denning (1993) iterates the importance of assessment for trust in a system,
which is of particular importance in the digital environment. The current
paradigm for trusted computing systems holds that trust is a property of a
system. It is a property that can be formally modelled, specified, and verified.
It can be “designed into” a system using a rigorous design methodology. Trust
is an assessment that a person, organization, or object can be counted on to
perform according to a given set of standards in some domain of action. In
particular, a system is trusted if and only if its users trust it. “Trust itself is an
assessment made by users based on how well the observed behaviour of the
system meets their own standards”.

Investments in Information Technology (IT) are truisms and is instrumental to
firms’ long-term survival. The truth behind these truisms is that IT investments
are as far as IT capabilities are embedded in organizational practise (Viktor
Arvidsson, Jonny Holmstrém, Kalle Lyytinen, 2014). Chen et al. (2010)

identified three persistent strands within IS strategy research: (1) alignment of

information systems with business strategy (e.g.Chan et al., 1997 and Chan and
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Reich, 2007); (2) strategic information system planning to identify such
portfolios of systems (e.g. Galliers, 2004 and Ward and Peppard, 2002) and (3)
the resultant use of specific systems, or their combinations, for competitive
advantage (e.g. Melville et al., 2004, Piccoli and Ives, 2005 and Wade and
Hulland, 2004). Regardless of which strand is being éxamined, research
assumes that information systems strategy is dependent upon the way it is
enacted. It is therefore critical to maintain tight linkages between the firm’s
strategic intent, the ensuing information systems strategy implementation and

the de facto realized strategy.

Trust Dynamics in Digital World

Digital Trust borrows the trust concept in sociology to indicate that, in
distributed computing and communication systems, one party evaluates
whether other parties are trusted to perform a certain action or have a certain
property. In a study conducted by PWC; Building Digital Trust — The
Confidence to take risks, the new trust dynamic: Opportunity + Trust =
Growth. By building trust you will be able to maximise your growth potential
and manage the risks in the opportunities available in the digital age. (see
Figure 2)

IT systems become the core assets of your organization and reliance on
technology is significant in the success, so it must not fail. Confidence to
succeed in your digital transformation will give exponential effect to your
organization’s growth. As defined in (Grandison and Sloman, 2000), trust
management 1s concerned with: “Collecting the information required to make a

trust relationship decision; evaluating the criteria related to the trust

10




relationship as well as monitoring and revaluating existing trust relationships;

and automating the process”. Electronic commerce (E-commerce) and services

Figure 2: The New Trust Dynamic - PWC

The new trust dynamic:
Opportunity + Trust = Growth

By building trust you will be able to maximise your growth -~
potential and manage the risks in the opportunities available in —

the digital age. B
e = "
¢ —
The necdfor :'.+:
— i ,
e i  §
HE i
Opporiunity
Social media Mobite Analytice Cloud Hyper-connectivity Digital identity Speed of change

Source: Building Digital Trust The confidence to take risks, white paper.

are revolutionizing the way we conduct our personal and organizational
business. The variable legal frameworks and distrust makes creating the

foundation of trust in electronic transaction quite challenging. In European
Union (EU) project SECURE, investigated the design of security mechanisms
for pervasive computing based on the human notion of trust (Retrieved from
https://nlsvr2.ehv.compus.philips.com/). It addresses how entities in unfamiliar
pervasive computing environments can overcome initial suspicion to provide
secure collaboration (Cahill, V. et al, 2003) Even when the selected system

capabilities align with the established strategic intent, however, the system

implementation itself often proves another strategic challenge (Markus and

11
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Benjamin, 2003). Although apparent misalignments between strategic intent
and system capabilities are evident in several failed strategic information
systems implementations (e.g. Pollock and Cornford, 2004 and Wagner and
Newell, 2004), it is often the inability to implement the ‘strategically aligned’
system that causes an information systems strategy procesé to fail. Successful
information systems strategy implementation, however, increasingly implies
punctuation (Nolan, 2012 and Ward, 2012) i.e. systematic re-structuring and
re-arranging of organizational practices (Henderson and Venkatraman, 1992

and Silva and Hirschheim, 2007)

Opportunities and Risks — Management Challenges

The opportunity for the reinvention of business models came with the dawn of
the digital era. Despite this being great potential, came along with it big risks.
Digital enterprise strategy became crucial in its need to prioritize its approach
and demonstrate digital maturity. The need for digital governance prevailed for
companies operating in regulated markets. So what are the driving factors in
data migration and content management? Digital records are dependent on
technology for access and use. The configuration and migration of information
form one software/hardware to another may be the on going management for
continuing access and usability. With this, certain specific measures pushes
digital governance in the boardroom. From a study conducted by EY, taken

from http://www.ev.com/GL/en/Services/Advisorv/EY -whyv-digital-

governance-matters

» New regulatory requirements demand action. Governments are racing

to catch up with the speed at which the digital world is moving, leading to

12




new and emerging laws on tax, privacy, data handling and more, with
steep fines for failure to comply.

e Growing cybersecurity risks need to be addressed. Businesses today
have to assume that attacks will occur at some point, and plan
accordingly. Added to this, regulators in the US and clsewhere are putting
pressure on firms to admit to such breaches publicly.

* Perceived digital weaknesses can do irreparable damage to brand
reputation. Consumers are becoming increasingly aware that when they
bring companies their business, they must also hand over their data. Firms
that show themselves as untrustworthy data custodians will face a major
loss of brand equity.

In an article writen by Aliah D. Wright taken from

https://www.shrm.org/resourcesandtools/hr-topics/technology/pages/managing-

digital-risk.aspx “Every organization needs to think about, and be prepared to

manage, the risks associated with operating in the digital era—whether social
media is part of the organization’s strategic agenda or not, speaker Courtney
Shelton Hunt, Ph.D., told attendees during her session titled “Managing Risk
in the Digital Eva” at the 2014 Society for Human Resource Management
Annual Conference & Exposition.

Hunt is founder and principal of The Denovati Group, a digital consultancy.

“A lot of senior leaders don 't think about the imporrance of risk from a digital
perspective,” she said. “But every organization needs 1o think about how
they 're going to manage risk in a digital era. ” Today, she said, “it’s the cost of
doing business. It can also be a competitive differentiator, she said, setting

“organizations apart from competitors—especially in the war for talent.”

13




“If you keep doing what you always did, you'll get what you always got”.
Anonymous

Management have to accept the adaptation of new business mode! and strategy
in times of new developments. Digital transformation is a very powerful thing
and it surrounds almost every activity of our daily lives. From the way we buy
things to the way we consume entertainment on variable devices. Airbnb and
Uber are now changing the hotel and transportation industry and other
industries will soon follow suit. The laws of Darwinism (Charles Darwin, .
1859) imply that, tomorrow’s winners won’t be the strongest companies or
market leaders but it will be companies that are able to adopt to change faster
and better. Therefore, established enterprises will have to evolve rather quickly
to stay ahead or they will be at risk of being out-innovated by their peers and
competitors. As much as digital disruptions are a threat to business, it is also a
huge opportunity for companies that are willing to seize the opportunity. Those
that are not willing to embrace the change will soon find it difficult to catch up
as technology rapidly advances. KPMG in their white paper, Embracing the
Digital Era: what we need is a vision, a structured approach and

experimentation taken from http://www.kpmg.conm/BE/en/IssuesAndInsights

' /ArticlesPublications/Documents/Embracing-the-digital-era-Craig-Groza-

Houwelingen.pdf (see Figure 3)

Based on Figure 3, it shows that the biggest challenges in digital disruption is
not just dealing with technological changes but would also include lack of
funding, building new skills or re-skilling existing workforce and limitations in
their IT domain. So in conclusion, a structured approach is insufficient.

Companies need to collaborate with the eco-system of variable components.

14
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They need to understand where the risks are in disrupting the current business
model whilst finding the opportunities that lie within.

Figure 3: Biggest Challenges in Digital Disruption - KPMG

Bi t
dignltii Lack of vision
disruption Lack of funding
' challenges Lack of critical skills

Poor understanding of impact |
Cuftural resistance

Limitations of IT systems

No sense of urgency

Lack of belief that the threat is real
Lack of support from business leaders
Lack of support from the C suite

Fear of cannibalization of existing business

Lack of support from IT

L] |
| o 10 20 30 40

—p- % Respondents

Source: Embracing the Digital Era: what we need is a vision, a structured approach and

experimentation, white paper.

Digital businesses will reduce traditional transaction and labour costs while

increasing returns to scale aggregated data, quality of digital talent and

intellectual property. The scale economies of talent and data comes are decisive
and comes with significant cost advantages. In McKinsey Quarterly Articles,
Strategic  Principles for competing in the digital age retrieved
http://www.mckinsey.com/business-functions/strategy-and-corporate-

finance/our-insights/strategic-principles-for-competing-in-the-digital-age there

is a crucial need to converge global supply and demand. “Digital technologies

know no borders, and the customer’s demand for a unified experience is raising

pressure on global companies to standardize offerings”. Companies have to strive to

;|



